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PREFACE

P.1 PURPCSE

The purpose of this Directive is to docunent the responsibilities
and procedures for providing the Agencyw de |Information

Technol ogy (I T) services for which Marshall Space Flight Center
(MSFC) has responsibility.

P.2 APPLICABILITY

This Directive is applicable to all MSFC organi zations, all MSFC
support contractors, and other supporting organi zations

regardl ess of |ocation.

P.3 AUTHORI TY

MPD 2800. 1, “Managenent of Information Technol ogy Systens and
Servi ces”

P.4 APPLI CABLE DOCUMENTS
None

P.5 REFERENCES

None

P.6 CANCELLATI ON

MPG 2800.1 Baseline, dated April 3, 2000

Oiginal signed by
Axel Roth for

A. G Stephenson
Di rector
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DOCUMENT CONTENT

1. DEFI N TIONS

1.1 Information Technology (IT). |IT includes conputer and
communi cations systens, ancillary equi pnment, software
applications, hardware, firmware, networks, and support personnel
and services that enable Center personnel to generate, process,
store, access, manipul ate, and exchange i nfornmation.

1.2 Specific definitions describing what constitutes each type
of service are provided in the subsequent chapters detailing
procedures for providing the service.

2. RESPONSI BI LI TIES - GENERAL

2.1 The Ofice of the Chief Information Oficer (Cl O, Center
OQperations (CO Directorate, is responsible for providing five
maj or categories of Agencywi de IT services that are assigned to
MBFC as part of the Center’s m ssion, as presented in Chapters 1-
5.

2.2 The Ofice of the CIOis responsible for establishing and
mai ntaining the I'T procedures and gui delines that govern

provi sion of these services as part of MSFC processes.

3. PROCEDURE

Procedures applicable to each IT service are provided in the
respective chapter for that service.

4. RECORDS
None
5. FLOW DI AGRAM

None
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CHAPTER 1

M DRANGE SYSTEMS SUPPORT
CH1.1 Definitions

M drange Systens. M drange conputers enconpass a broad range

bet ween hi gh-end workstations and mai nfrane systenms. The cost of
m drange systens can range from $10,000 to nore than a mllion
dollars. M drange conputer systens are generally defined as 32-
bit or 64-bit, single or nmultiprocessor conputers, which operate
under UNI X or NT operating systems. M drange conputers include,
anong ot hers, such conputers as those manufactured by IBM SQ,
SUN, Hewl ett-Packard, and Conpaq (including fornmer Digital

Equi pnrent Cor porati on).

CHL1.2 Responsibilities

CHL.2.1 The Ofice of the Cl O provides both consolidated and
di stributed m drange systens. These services include:

* Application Integration

* Capacity Pl anning

* Conmputer Facilities Managenent

* Custoner Support and Probl em Resol ution
* Hardware Acquisition and Mi ntenance
* Network Engineering

* Operating Systens Mintenance

* Performance Monitoring

+ Software Licensing

« Storage Managenent

e System Admi ni stration

» Conputer Security

CHL. 2.2 The Sponsoring O ganization (basic organization) and
Ofice of the C1O ensure that adequate funding is available for
the requested IT service. |If the service request exceeds the
Center Operations Directorate core services, or is CO non-core,
t hen funding nust be identified by the sponsoring organizati on.
Fundi ng for unique (non-core) requirenents, such as hardware,
software, or purchased services, is the responsibility of the
sponsoring organi zati on.

CHECK THE MASTER LI ST at https://repository. nsfc. nasa. gov/directives/directives. htm
VERI FY THAT THI S | S THE CORRECT VERSI ON BEFORE USE




Mar shal | Procedures and Gui del i nes
ADO1

Agency | nfornmation MPG 2800. 1 Revision: A
Technol ogy Servi ces

Date: My 9, 2003 Page 7 of 23

CH1.3 Procedure

CHL.3.1 Mdrange systens services are requested via tw nethods:
(1) contacting the Ofice of the CIO M drange Systens Support
representative(s) who conpletes a service request on the
custoner’s behal f; or, (2) by accessing the Service Request
System (SRS), which is accessed via the Wrld Wde Wb at the
foll owi ng address: https://srs. nsfc.nasa. gov/ catal og/ bi n/ hone. asp
and selecting “All O her Services.”
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CHAPTER 2

NASA AUTOVATED DATA PROCESSI NG ( ADP) CONSOLI DATI ON CENTER ( NACC)
CH2.1 Definitions

CH2.1.1 Agencyw de Distributed Environnent (ADE). ADE is a
group of m drange conmputers that is distributed throughout the
Agency. Many of the conputers are |located at MSFC and used to
host Agencyw de client/server applications.

CH2.1.2 NASA Autonated Data Processing (ADP) Consolidation
Center (NACC). The NACC is an Agencyw de conputing resource

| ocated at MSFC and established for the centralized managenent of
Agency mai nfranmes and m drange systens. The NACC provi des
systens, operations, and nmanagenent support for Agency conputers.
The NACC s | BM conpati bl e mai nfranme conputer systens support

adm ni strative processing for all NASA Centers and NASA
Headquarters, as well as Agencyw de payroll processing and Agency
adm ni strative | egacy software support. The NACC provi des
programmati c support on | BM conpati bl e mainfrane conputers for

t he Johnson Space Center (JSC) Integrated Managenent |nformation
Computer (IMC workload, the JSC Space Station pl anning
wor kl oad, and MSFC External Tank (ET) manufacturing workl oad.

CH2.2 Responsibilities

CH2.2.1 The Ofice of the CIOis responsible for oversight of
contract or - managed systens and operations support which are
required to provide NACC services. The Ofice of the CIOis
responsi ble for ensuring that the follow ng services neet
custoner service |level requirenents:

* Network availability

e Systemavailability

» Workl oad t hroughput

* Response tine

* Problemresolution and change requests
 Configuration nmanagenent

* Currency of hardware and software

CH2.2.2 The NACCis directly responsible for:
CH2.2.2.1 Providing functional resource managenent and service

areas for the mainfrane systens and for m drange workl oads as
fol | ows:
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* Custoner Support and Probl em Resol ution

» Capacity Managenent

« Configuration Managenent and Change Control

* Custoner and Data Center Security Managenent Responsibilities
 Production Scheduling and Production Probl em Resol ution

« Tape Managenent/Direct Access Storage Device (DASD) Managenent
* Resource Mnagenent

» Testing, Relocation, and Installation of M nfrane and
M drange Hardware and Software

* Performance Monitoring

» Software Licensing

* Long-range Pl anning

 Network Operations/Engi neering
 Dat abase Managenent

e Conputer Systens Support

» Disaster Recovery Pl anning

* Facilities Planning and Support

* New I nplementation of Capabilities and Features to Meet
Cust oner Requirenents and Technol ogy Changes

* NACC Chargeback and Accounti ng

CH2.2.2.2 Providing operational support for the Agencyw de
wor kl oads for ADE hardware and software used to support existing
Agencywi de client/server applications and to prototype new
appl i cati ons.

CH2.2.2.3 Providing operational support for the Early Budget
System which as a part of the Integrated Financial Mnagenent
Program (I FMP), provides a standard Comrercial O f-The- Shel f
(COrS) budget software application

CH2.3 Procedure
CH2.3.1 Workload Projections

CH2.3.1.1 Wthin a chargeback system the NACC identifies cost
el enents, determ nes processing rates, and tracks both
utilization and costs on a nonthly basis for each NACC- supported
wor kl oad. Hardwar e mai nt enance, software mai ntenance, support
services, supplies, and facility costs are included w thin NACC
rates. Rates are conputed for central processing unit hours,

di sk storage, and tape storage.

CHECK THE MASTER LI ST at https://repository. nsfc. nasa. gov/directives/directives. htm
VERI FY THAT THI S | S THE CORRECT VERSI ON BEFORE USE




Mar shal | Procedures and Gui del i nes
ADO1

Agency | nfornmation MPG 2800. 1 Revision: A
Technol ogy Servi ces

Date: My 9, 2003 Page 10 of 23

CH2.3.1.2 During the first quarter of each fiscal year (FY), the
NACC initiates the NACC Wrkload Projection Call. The NACC sends
the call to NASA Center Chief Information Oficer (CIO offices,
Center NACC Techni cal Leads, Center NACC Project Team Menbers,
and Center Resource Managenment O fices responsible for

coordi nating funding for NACC services. The call solicits
updates for data processing requirenments for the next 5 fiscal
years. Based on the user-projected workloads, the NACC projects
operational costs and reconputes rates for resource usage using

t he chargeback algorithnms. During the FY Program Operating Pl an
(POP) Cycle, the NACC coordi nates budget line itens for NACC
requi renents on the Enterprise and the Center |evels.

CHECK THE MASTER LI ST at https://repository. nsfc. nasa. gov/directives/directives. htm
VERI FY THAT THI S | S THE CORRECT VERSI ON BEFORE USE




Mar shal | Procedures and Gui del i nes

ADO1
Agency | nfornmation MPG 2800. 1 Revision: A
Technol ogy Servi ces
Date: May 9, 2003 Page 11 of 23
CHAPTER 3

SUSTAI Nl NG ENG NEERI NG SUPPORT FOR AGENCYW DE ADM NI STRATI VE
SYSTEM ( SESAAS)

CH3.1 Definitions

CH3.1.1 Agencyw de Adm ni strative Legacy Applications. Business
conputing systens that are used Agencyw de. The applications are
devel oped in ADABAS/ Nat ural for NASA Agencyw de use. These
applications are: NASA Personnel/Payroll System (NPPS), NASA
Supply Managenent System (NSMS), NASA Equi pnent Managenent System
(NEMS), NASA Training and Devel opnent System (NTDS), Consol i dated
Agency Personnel / Payroll System (CAPPS), NASA Property Di sposal
Managenment System (NPDVS), and Acqui sition Managenent System
(AMS). Support is also provided to the Adm nSTAR system a non-
ADABAS syst em

CH3. 1.2 Sustaining Engineering Support for Agencyw de

Adm ni strative Systens (SESAAS). Provides the consolidation of
t he sustai ning engi neering support for the Agencyw de

adm ni strative | egacy applications and for the Agencyw de
appl i cation Adm nSTAR

CH3.2 Responsibilities

CH3.2.1 The Ofice of the CTOis responsible for

CH3.2.1.1 Providing the Consolidation Center Project Manager who
is responsible for the day-to-day project nanagenent for the
Agencywi de applications. These responsibilities include, but are
not limted to, planning and estinmating project resources for the
Agencywi de applications; costs and schedul es; organizi ng and
directing the project team risk assessnents and security
certification of the core applications; and executing project
activities wthin the approved tinme and budget limts.

CH3.2.1.2 Supporting production processes for the NEMS Central
Dat abase, NPMDS Ceneral Services Adm nistration Error Report
Transm ssi on, CAPPS, and NPPS Enpl oyee Express.

CH3.2.1.3 Deploying the Adm nSTAR application across the Agency,
managi ng the centralized database, and providing the sustaining
and integration support.

CH3.2.1.4 Providing | FMP support for data mapping of |egacy data
to | FMP applications, devel opnment of Agencyw de interfaces, and
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maki ng any nodifications to the Agencyw de systens required for
| FIVP.

CH3.2.2 Application Program Functional Managers are responsible
for:

CH3.2.2.1 Providing the functional oversight for the respective
Agencyw de application and serving as the agent for the
Headquarters functional sponsor.

CH3.2.2.2 Defining and approving requirenent specifications and
any changes to the applications related to functional regul ations
and polici es.

CH3.2.2.3 Approving work plans for inplenentation of approved
changes to the respective application during sustaining
engi neeri ng.

CH3.3 Procedure

CH3.3.1 The Program Functi onal Manager, or a user of any of the
Agencyw de adm ni strative | egacy applications, docunents changes
to the systenms using a NASA Form 1620, “Change Control Request.”
The Change Control Request formcan be submitted in hardcopy to
t he Consolidation Center Project Manager or submtted

el ectronically via the SESAAS web page | ocated at
http://ww. nsf c. nasa. gov: 80/ sesaas/ .

CH3. 3.2 Software discrepancies and other problens or questions
are reported through the NASA Information Support Center (N SC),
whi ch provi des 7-day-a-week, 24-hour-a-day support. A call to
the NISC is handl ed by either providing an answer to the question
or concern, providing a work around, or identifying an
application discrepancy and creating a Change Control Request to
docunent the discrepancy or requirenment change.

CH3. 3.3 The Change Control Request is evaluated by the

Engi neeri ng Review Board for approval. Once approved by the
Consol i dati on Center Project Manager, the respective program
functional manager, and the Configuration Control Board (if
applicable), the Change Control Request is allocated to a
specific rel ease. The change is inplenented into production
t hrough the software rel ease.
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CHAPTER 4

CONSCOLI DATED NASA PERSONNEL/ PAYROLL SYSTEM ( CNPPS)
CH4.1 Definitions

Consol i dat ed NASA Personnel / Payroll System (CNPPS). CNPPS is the
only NASA | egacy application that has been consolidated with a

si ngl e occurrence of the application running against a
centralized database. The MSFC Consolidated Payroll Ofice

provi des functional expertise for the NASA payroll and the Ofice
of the CIO provides the technical expertise for the application.
CNPPS i s accessed by personnel and payroll personnel across the
Agency.

CH4.2 Responsibilities

CH4.2.1 The Ofice of the CTOis responsible for

CH4.2.1.1 Providing the project managenent, which includes

pl anni ng; devel opi ng and mai ntai ni ng schedul es; identifying and
assigning appropriate skills, such as programers, database
adm ni strators, and system adm nistrators; controlling costs;
reporting; and providing all required docunentation.

CH4.2.1.2 Providing all required conputer services, including
har dware, software, data storage, disaster recovery, network
connectivity, tools and utilities, system adm nistration, and
conputer platformsecurity.

CH4.2.1.3 Providing all production control, operational, and
sust ai ni ng engi neeri ng support.

CH4. 2.2 The Consolidated Payroll Ofice (CPO, |ocated at MSFC,
is responsible for:

CH4.2.2.1 Providing the functional expertise in executing the
NASA payrol |l and resolving any problens that m ght occur.

CH4.2.2.2 Providing the funds to maintain and operate the CNPPS.
CH4.3 Procedure

CH4.3.1 A user of CNPPS docunents changes to the systemusing a
NASA Form 1620, “Change Control Request.” The Change Control

Request form can be submitted in hardcopy to the Consolidation
Center Project Manager or submitted electronically via the SESAAS
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web page |ocated at http://ww. nsfc. nasa. gov: 80/ sesaas/, and
sel ecting “Consolidated NPPS.”

CH4. 3.2 Software discrepancies and ot her problens or questions
are reported through the NASA Information Support Center (N SC),
whi ch provi des 7-day-a-week, 24-hour-a-day support. Acall to
the NISC is handl ed by either providing an answer to the question
or concern, providing a work around, or identifying an
application discrepancy and creating a Change Control Request to
docunent the discrepancy or requirenment change.

CH4. 3.3 Change Control Requests are evaluated by the Engi neering
Revi ew Board for approval. Once approved by the Consolidation
Center Project Manager, the NPPS Program Functional Managers, and
the Configuration Control Board (if applicable), the Change
Control Request is allocated to a specific release. The change
is inplenmented into production through the software rel ease.
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CHAPTER 5

NASA | NTEGRATED SERVI CES NETWORK ( NI SN)

The NI SN provides for the transport and delivery of NASA Wde
Area Network (WAN) communi cations services. N SN provides both
digital and anal og services, dedicated and switched circuits,
packet data transport, w de area networking, domain nane service,
and various data networks. Voice, video, and facsimle services
are also available. N SN custonmers include all NASA centers as
wel | as contractor |ocations, universities, |aboratories, and

i nternational |ocations.

CH5.1 Definitions

CH5.1.1 Videotel econferencing (ViTS). The NASA ViTS is a video
tel econferencing service providing interactive point-to-point and
mul ti poi nt conferencing capabilities to NASA | ocations, selected
contractor facilities, and public video conferencing services.

Vi TS supports point-to-point calls ranging from 128 kil obits per
second (kb/s) to 1472 kb/s and NI SN Vi deo Bridge assisted

mul tipoint calls ranging from 128 kb/s to 768 kb/s. The Vi TS
services include provisioning and mai ntai ni ng special video
conferencing roons, scheduling of video conferences, and the
transm ssion and distribution of the video and audi o anong the
participating |ocations. ViTS roons can consist of multiple
caneras, an audi o conferencing system projection screens, still-
frame graphics, and an integrated roomcontrol system

CH5.1.2 VI TS Rol |l about System (VRA). The VRAis a ViTS roll-
about system designed for snaller conference roons and office
areas and can be relocated easily to different roons that contain
network drops. VRA supports point-to-point calls ranging from
128 kb/s to 1472 kb/s and N SN Vi deo Bridge assisted mnulti point
calls ranging from 128 kb/s to 768 kb/s. The VRA consists of a
50" Plasma screen nounted on a Roll-about cart. It is controlled
by a user friendly, hand held renote control. Optional features

i nclude a VCR and docunent canera wi th stand.

CH5.1.3 Video Distribution Service. The NISN Video Distribution
Service provides for the distribution of video signals in support
of NASA programs. The particular inplenentation is dependent on
the specific requirenents of the program and may invol ve
terrestrial or satellite transmssion, with or without the
utilization of digital conpression and encodi ng techniques.
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CH5. 1.4 Voice Tel econferencing Service (VoTS). NASA VoTS
provi des for the audio neeting and conferenci ng needs of the
Agency. The VoTS provides for the scheduling and setup of
operator initiated or neet-ne conferences. This service al so
i ncludes the provisioning and mai ntai ning of room audi o

conf erenci ng systens.

CH5.1.5 Switched Voice Service. NASA s |ong distance tel ephone
requi renents are provided under this service. The service

provi des both donestic and international |ong distance dialing
services for NASA and sel ected contractor personnel and includes
t he provisioning of toll-free inbound (800/866/877/888 nunbers)
and calling card services. The governnent's Federal

Tel econmmuni cati ons System (FTS) 2001 contract provides nost of
this service.

CH5.1.6 Dedicated (Mssion) Voice Service. Dedicated Voice
Servi ce enconpasses a w de range of services and service
conplexity. At its sinplest, it can be a dedi cated point-to-point
"shout down" circuit with no signaling. However, the majority of
Dedi cat ed Voi ce services consists of a systemof highly reliable,
dedi cated voice circuits working in conjunction with Center

swi tching/ conferencing systens to create inter-connected voice
comuni cations | oops. The voice |oops interconnect the different
Center voice distribution systens that support diverse m ssions
wi thin the Agency.

CH5. 1.7 Fax Broadcast and Secure Fax Services. Facsimle
broadcast provides the capability for NASA users to send a
docunent to nultiple recipients, as established on a preset
distribution list, via a single transm ssion. Secure facsimle
machi nes designed to interface with custoner-owned cryptographic
devi ces and neet National Security policies are avail able by
speci al arrangenent.

CH5.1.8 Routed Data Services. Four service performance
categories for routed data services have been defined: (1) Real -
time Critical (2) Mssion Critical, (3) Premum and (4)

Standard. NI SN expects that the definitions of these performance
categories wll evolve as they are mapped agai nst the existing
and pl anned needs of our custonmers. Note that requirenents that
may not be satisfied by these performance categories nay be
supported under a customservice. Real-time Critical and M ssion
Critical data services are presently routed over FTS2000/ NSAP-
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li ke dedicated circuits,

backbone circuits.

provide increased reliability.

whil e Premium and Standard data services
are routed typically over shared Asynchronous Transfer

Mode (ATM

Net wor ks conprised of different service
performance categories can be installed at a custoner |ocation to

Service performance netrics for

the four categories of domestic IP routed data service are |isted
in the follow ng table:

Per f or mance St andards for

| P Routed Data (by Service Category)

Service | Avail ab | Restoral Coverage | Acceptable | Round Trip
Category | ility? Ti me? Peri od Packet Ti me®
Loss
Real -time | 99.98% | < 1 m n: 24X7 0.001% <120 ns
Critical
M ssi on 99. 95% 2 hr? 24X7 0. 001% <120 ns
Critical
Prem um 99. 50% 4 hr* 24X7 <1.0% <100 ns
St andard 99.50% | <24 hr*° |6 a.m 1. 0% <250 ns
Eastern
Monday to
6 p. m
Paci fi c,
Fri day
Note 1: A capability for immediately switching to an alternate

data path nust exist.

Note 2: These restoral tinmes represent the tinme to restore
service to the user and assume inmedi ate access to the
user's facility to repair/replace equi pnent if necessary.

Note 3: The 24 hour restoral tinme results fromthe decreased
priority given to standard service as conpared to the other
cl asses of service and fromthe fact that standard routed
data service equipnment is often a considerabl e distance from
a NASA operating |ocation.

Note 4: These values apply only for those parts of the WAN

service supported by the NI SN m ssion services backbone

infrastructure. These values do not apply to tail circuits
unl ess the circuits/services were specifically ordered and
supplied with diverse routing end-to-end.

5: Round Trip Tinme (latency) is specified for data fl ow

bet ween wi de area network nodes controll ed and operated by

NI SN. Latency is a function of distance and carrier

capabilities. User applications that are sensitive to

| at ency nust be engineered to account for the upper limt

Not e
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round trip tinmes specified in the above table.

CH5.1.9 Dedicated Data Services. Dedicated Data Services are
currently available at rates fromas low as 9.6 kb/s up to

mul tiples of 1.5 nmegabits per second (Md/s) (2.0 Md/s with
geographic restrictions) with the nost conmon rates being 56 kb/s
and 1.5 Mo/s. Oher rates require special engineering to
inplement. Availability and inplenentation intervals would be
negoti ated on an individual requirement basis

CH5.1.10 Switched Data Services. Switched 56 kb/s (S56) data
services are available for custoners who require bandw dth often
but only for a short period during each session. This service
provi des hi gh-speed synchronous data transm ssion between source
and destination. S56 services may al so be used in support of
audi o/ vi deo/ dat a tel econferencing, bulk data transfer, and
overfl ow backup servi ces.

CH5.1.11 The High Rate Data and Video. The Hi gh Rate Data
System (HRDS) is a one-way (sinplex), nulti-node/ nmulti-channel
system desi gned for operation over a full Cband (36 Mz)
domesti c conmuni cations satellite transponder. Specifically, it
is used to provide the ground comuni cati ons path between the
Wi te Sands Conplex (WSC) and the user at Johnson Space Center
(JSC). (Additionally, a technical nonitoring capability exists
within the GSFC technical control facility.) This service

provi des a nmediumfor transport of a TDRSS user’s digital
baseband return |ink when the rates are two Md/s or higher. The
system has an upper limt for the user’s data of 48 Md/s. The
satellite transponder utilized for HRDS services is al so
configurable to provide video transm ssion from WC to JSC and
GSFC or from Kennedy Space Center (KSC) to JSC, MSFC, and GSFC.

CH5.1.12 Secure Conmmuni cations. Secure Conmuni cations services
are invoked whenever there are requirenents for one or nore of
t he foll ow ng:

a. Secure Tel ephone Unit (STU)-111 and Secure Term nal Equi pnent
(STE) devi ces

Secure facsimles

Secure Data Devices (SDD)

Secure voi ce tel econferencing

Circuit encrypters

Automatic Digital Network (AUTODIN) interface

R
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g. Key managenent centers

h. End-user encryption

i. Electronic key nanagenent systens
j. Oher new protective technol ogi es

Requi renents for secure conmuni cations nust always be coordi nated
t hrough your Center’s NASA Communi cations Security (COVSEC)
Account Managers (CAM .

CH5.1.13 Network Integration and Consulting. Wether a
custoner’s requirenent is as small as a sinple data |ink between
two points or as conplex as a dedicated subnetwork for a specific
project, consulting and integration services are available to
provi de the custonmer with one-stop shopping for the satisfaction
of conmuni cation and network requirenents. If the requirenent is
uni que or does not easily fall within standard service offerings,
consulting staff is offered to work with the custoner to provide
a tailored solution to the unique needs of a project.

Exanpl es of avail abl e services incl ude:

Requi renments Anal ysis
Subnet wor k Engi neering & Design

Prototyping Activities
Network Traffic Modeling

a.
b

c. I nplenentation Coordination

d

e

f. Security Controls Analysis & Design

CH5.1.14 Basic Rate Interface. Integrated Services Digital
Network (ISDN) Basic Rate Interface (BRI) is the nost basic | SDN
interface. | SDN BRI provides the customer with two 64 kb/s Bearer
(B) channels and one 16 kb/s Data (D)-channel, each of which may
be shared by numerous | SDN devices. It is the ideal service for
honmes and small offices, which, in the interest of controlling
expenses, require a service that can integrate nultiple

communi cati ons needs. BRI lines can be used for | ower speed
video calls or dial back up to dedicated data |ines and
si mul t aneous voi ce and data connections. It is ideal for

t el econmuti ng wor kpl aces and | ong di stance | ear ni ng.

CH5.1.15 Primary Rate Interface. In North America, |SDN Primary
Rate Interface (PRI) includes one 64 kb/s D channel and 23 B-
channels in North Anmerica (30 B-channels in nost other parts of
the world). The nunmber of B-channels is limted by the size of

CHECK THE MASTER LI ST at https://repository. nsfc. nasa. gov/directives/directives. htm
VERI FY THAT THI S | S THE CORRECT VERSI ON BEFORE USE




Mar shal | Procedures and Gui del i nes
ADO1

Agency | nfornmation MPG 2800. 1 Revision: A
Technol ogy Servi ces

Date: My 9, 2003 Page 20 of 23

the standard trunk line used in the region; Tl in North Anmerica
and Japan and E1 nost everywhere else. Unlike BRI, PRI does not
support a bus configuration, and only one device can be connected

to a PR line. Sanpl e uses are termnations to a router for
data transm ssion, a Coder-Decoder (CODEC) for Video calls or a
Private Branch Exchange (PBX) for voice calls. The connection

to the PBXs all ows use of sone of the better-known features of
| SDN such as caller ID

CH5.1.16 International Services. International data

di stribution services are provided to nany of NASA' s
international partners and agencies through cooperative
arrangenments. Rather than purchase dedicated circuits for each
requi renent, cooperative consolidation and integration of various
requirenents into an econom cal infrastructure provide the basic
connectivity for progranmatic requirenents for the transport of
data, voice, facsimle, electronic mail, and video. To the
greatest extent feasible and econonical, these gateway and
consolidated circuits support all other data distribution

servi ces.

CH5.1.17 Russian Information Technol ogy Service. The Russian

| nf ormati on Technol ogy Service provides Data Distribution and

| nf ormati on Technol ogy services in support of the IT needs of
NASA in conmmuni cating with NASA and Russian personnel |ocated in
Russia. These services are depicted in the follow ng table.
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Russia |I T Services and Performance Standards

Lat ency
Service Avai l ability] MITR (Round O her
Trip)
M ssi on 99. 98% <5 < 700 ns [< 1% Har npni ¢
Critical Voice M nut es di stortion
<-40dBnD noi se
| evel
Capability to
i mredi ately switch
to al ternate path.
M ssi on Non- 99. 95% < 2 < 700 ns [< 1% Har nponi ¢
Critical Voice Hour s di stortion
< -40dBnD noi se
| evel
Adm n Voi ce/ FAX 99. 95% < 4 < 300 ns |[P3 Grade of Service
Hour s
M ssi on 99. 98% <1 < 300 ns |Capability to
Critical Data M nut e i medi ately switch
to alternate data
pat h.
<. 001% Packet Loss
M ssi on Non- 99. 95% < 2 < 300 s |<. 001% packet 1 o0ss
Critical Data Hour s
Adm n Dat a 99. 95% <4 < 300 s < 1% packet |oss
Hour s
M ssi on/ Adm n 99. 95% < 4 < 300 nB
Vi deo Hour s
Adm n Vi deo 99. 95% < 4 < 300 nB
Hour s

As NASA' s t ot al

Conput ers,

| T service provider in the Russian Federation,
NI SN Russi a Services al so provides:

sof tware applications,

servers, and | ocal

area networks conprising office automation infrastructures

a. Persona
b.

El ectronic Mail
d.

NASA and FTS tel ephone services

Dat a and Applications Hosting services
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e. Network Security inclusive of intrusion detection and anti -
virus protection

f. 24x7 Network Monitoring
g. 24x7 Hel p Desk

h. M ssion Support for the Houston Support Room (HSR) at M ssion
Control Center-Mscow (MCC-M

i. Web Services for online guidelines and procedures, phonebooks,
etc.

j. I'T and Tel ecomruni cations Life-cycle Support: from
Har dwar e/ Sof t war e Procurenent, Crating, Shipping, Exporting,
| nporting Controls, Security Procedures and Installation

This service provides a significant variety of support to NASA
projects working in association with the Russian Federati on.
Maj or projects currently supported include the International
Space Station, the International Affairs Ofice, an Earth
bserving System (EOCS) experinment, and the interchange of data
and informati on between NASA' s and Russia’s science conmunities.

CH5.1.18 Ad Hoc Communications Services. There are

ci rcunstances in the provision of conmunication services for
certain NASA supported or sponsored endeavors where, because of
the constraints of tine and space, advance planning nmay not be
possi bl e, or the physical demands of a requirenment nmay render
nore traditional fixed site comunications nmanagenent and

i npl enentation strategies i nadequate. Services to sites not
served by traditional carrier infrastructures, services to nobile
sites, or services for short periods of time require in-depth
know edge of current conmunications technol ogies, their
possibilities and imtations all require specialized mnagenent
for their inplenentation, in-service operation, and term nation
when the service requirenent ends.

CH5.1.19 Domain Name Service. N SN registers NASA GOV domain
nanmes and adm nisters the NASA GOV Internet domain nam ng
policies, conventions, and the Donmain Nane Servers w t hin NASA.
Sub- domai n managenent is conducted by the appropriate NASA
cent ers/organi zati ons.

CH5.1.20 NASA Directory Service. The NASA Directory Service is
based upon the international X 500 standard for the organization
and presentation of a hierarchical directory service
infrastructure. The SCDS NI SN or gani zati on provi des an
infrastructure consisting of an Agency |evel system and
centralized support of center |evel systens for maintaining the

CHECK THE MASTER LI ST at https://repository. nsfc. nasa. gov/directives/directives. htm
VERI FY THAT THI S | S THE CORRECT VERSI ON BEFORE USE




Mar shal | Procedures and Gui del i nes
ADO1

Agency | nfornmation MPG 2800. 1 Revision: A
Technol ogy Servi ces

Date: My 9, 2003 Page 23 of 23

di sbursed hardware and software systenms. The NASA Directory
Service was primarily established to assist in the
standardi zati on of the various NASA el ectronic nmail addressing
and | ook-up. The use of the Directory Services has expanded to

i ncl ude FAX nunber, pager nunber, building and room tel ephone
nunber, a unique identifier, and address | ook-up information. In
the future, the capability of using the directory service for
supporting public-private key encryption systens to support
privacy and authentication needs of Agency prograns i s envisioned
along with use of the Unique ldentifier supporting the NASA

| nt egrated Fi nanci al Managenent Project.

CH5.2 Responsibilities

CH5.2.1 The NI SN project office in the Ofice of the CIOis
responsi bl e for:

CH5.2.1.1 WManaging the NI SN networks and services

CH5.2.1.2 Providing NISN services to the MSFC community, as well
as the Agency

CH5.2.1.3 Reviewing the NISN security related services with the
appropriate physical and information technol ogy security
organi zati ons at MSFC and across the Agency.

CH5.2.2 Directors/ Managers of Basic Organizations are
responsi bl e for approving and funding N SN service requests. Al
NI SN servi ce requests nust be approved by the program nmanager,
office director, or departnment manager of the requesting

or gani zati on.

CH5.3 Procedure

CH5.3.1 N SN services are requested via two nethods: (1) by
contacting the NISN Site Representative. The site representative
will conplete and submt a NI SN Service Request (NSR) on the
custoner’s behalf. (2) Contacting the NASA MSFC NI SN Cent er
Representative (see nisn.nasa.gov for the nost current |ist of
center and site representatives).
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